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« Impossible: conflict with (anamorphic) decryption correctness.
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Given dk (or sdk), Enc(m) ~ aEnc(m, m)
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I SIND-aCPA3
| A RR v
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Y v xod \Y O\,
SIND-aCPA1 !
i
)
X SIND-aCPA2
<Ny
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Privacy of m IND-CPA
2 -7-74
Lo / A STE-xCPA1
" / VAR
- k /7
SIND-nCPA /// s X —X >
4$ h AN x///‘/
Vi \\x /// A SIND-xCPA
\ A e N A
| x: ANy -
S A
Enc V | Loy \ //
t x\ 1V / X
SIND-xCPA2, \ /)| SIND-xCPA1 [«>| STE-xCPAI .
aEnc A | \/ 1\ Strongest Notions in CPA
AT X 1. STE-xCPA1
| //\ Y 2. SIND-xCPAI
v | /
: SIND aCPA3 3. SIND-nCPA
./ / . \/ o ) or SIND-xCPA2
v v i or SIND-aCPA1
SIND-aCPAI1 g or SIND-aCPA3
\ SIND- aCPAZ
DIND-aCPA2
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Security in the CCA Setting

 Decryption oracle DEC(sk, - )

« Anamorphic decryption oracle ADEC(sk, dk, - ) or ADEC(sk, rdk, - )

STE DIND SIND CIND

(sk) (sk) (dk or sdk) (sk, sdk)
xCCA1l STE-xCCAl DIND-xCCA1 SIND-xCCALl CIND-xCCA1
xCCA2 SIND-xCCA2
nCCA SIND-nCCA
aCCAl SIND-aCCA1
aCCA2 DIND-aCCA2 SIND-aCCA2 CIND-aCCA2
aCCA3 SIND-aCCA3




I
\\/

Security in the CCA Setting

%>

 Decryption oracle DEC(sk, - )

« Anamorphic decryption oracle ADEC(sk, dk, - ) or ADEC(sk, rdk, - )

STE DIND SIND CIND

(sk) (sk) (dk or sdk) (sk, sdk)
xCCA1l STE-xCCAl DIND-xCCA1 SIND-xCCALl CIND-xCCA1
xCCA2 SIND-xCCA2
nCCA SIND-nCCA
aCCAl SIND-aCCA1
aCCA2 DIND-aCCA2 SIND-aCCA2 CIND-aCCA2
aCCA3 SIND-aCCA3

« CCA security vs. robustness
- ROB-PT [BGH+24]
- (new) ROB-CT, ROB-CT+
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aEnc

Strongest Notions in CPA CPA Famlly < CCA Famlly Strongest Notions in CCA
1. STE-xCPA1 STE-xCPA1 A ROB-CT+ — STE-xCCAI 1. STE-xCCAL1
2. SIND-xCPA1 2. SIND-xCCAL1
3. SIND-nCPA A STE-xCPA1 A SIND-xCPAL1 A STE-xCCA1 A SIND-xCCALl 3. SIND-nCCA
or SIND-xCPA2 L5 .. Yoy Y5 .. Yoy or SIND-xCCA2
or SIND-aCPA s X .y X or SIND-aCCA
or SIND-aCPA3 _R or SIND-aCCA3
B > IND-CPA 5 >| IND-CCA
v -~ /4 - -4
///; /! ></ /7
L7 /! /!
< i /!
| SIND-nCPA | // ’ x / 4 x
/ /
4$ h A h x/ / y x/ 1 v
ViV 1/ 1/
i1 v \\ /// : ///
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XII (T A /
AN, \ /!
L L an
: x\ i X X
SINDxCPAZ |\ ¥)/[ SIND-xCPAI J€>| STE-xCPAL | | siND-xCcad || SIND-xCCA1 |€>{ STE-xCCALl
A | Vi A 7 A
x X \ P x
A\
;AN
, v , AR I\ 7
| SIND-acPA3 | /" \ | SIND-aCCA3 |
T AR v T AR v
i x 3 x
A4 x""-._'_x\\ \ X i x':‘-.x\\ v X
| SIND-acPAl [, A | SIND-aCC L
L\ :
x SIND-aCPA2 SIND-aCCA2
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. Analyzing AME Schemes

%1,
Approaches \ Security STE-xCPA1|SIND-xCPA1|SIND-nCPA|ROB-PT|ROB-CT+|STE-xCCA1|SIND-xCCA1|SIND-nCCA |[CIND-xCCA1
Symmetric AME
Rejection Sampling [PPY22,CGM25] v X v X x X X X n/a
rr-PKE [KPPT23b,JS24] v v v v vt X A A n/a
ElGamal [KPP23b] 4 X X A X X X X n/a
SPH [KPP*23b] v X X v X X X X n/a
(CCA2-secure) CS PKE [KPP*23b)] v X v v X x X X n/a
(CCA2-secure) CS PKE [BGH"24] v X v v X x X v n/a
PRF-based Scheme [BGH"24,J524] Y X g Y z X X g n/a
Hybrid Encryption [CGM24a] v A v v X X A A n/a
IBE-PKE [CGM24a)| v A v v X x A v n/a
Ours: rr-PKE + IC Ve V4 " " " v V4 v n/a
Asymmetric AME
NY Paradigm [PPYQQ] v X X X X X X X X
(CCAl-secure) CS PKE [CGM24a] v v v v X X X X X
KW PKE [PPY24] v v v v X X v v x
Dual Regev [DL26] v v v v X X X X X
(Primal) Regev [DL26] v v v v X X X X X
Dual GSW [DL26] v v v v X X X X X
Ours: 1r-PKE v v v v v X v v v
Ours: rr-PKE + RO v v v v v v v Vv v
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%1,

Approaches \ Security STE-xCPA1|SIND-xCPA1|SIND-nCPA|ROB-PT|ROB-CT+|STE-xCCA1|SIND-xCCA1|SIND-nCCA |[CIND-xCCA1
Symmetric AME
Rejection Sampling [PPY22,CGM25] v x 7 x x x x X n/a
rr-PKE [KPPT23b,JS24] v v v v vt X A A n/a
ElGamal [KPP23b] v X X A X X X X n/a
SPH [KPP*23b] v X X v X X X X n/a
(CCA2-secure) CS PKE [KPP*23b] v X v v X X X X n/a
(CCA2-secure) CS PKE [BGH"24] v X v v X X X v n/a
PRF-based Scheme [BGH"24,J524] Y X g Y z X X g n/a
Hybrid Encryption [CGM24a] v A v v X X A A n/a
IBE-PKE [CGM24a] & N y i X X A / n/a

rOurs: rr-PKE + IC v v v v v v v v n/a
Asymmetric AME
NY Paradigm [PPYQQ] v X X X X X X X X
(CCAl-secure) CS PKE [CGM24a] v v v v X X X X X
KW PKE [PPY24] v v v v X X v v x
Dual Regev [DL26] v v v v X X X x X
(Primal) Regev [DL26] v v v v X X X X X
Dual GSW [D_LQG] v v v v X X X X X
Ours: 1r-PKE v v v v v X v v v
Ours: rr-PKE + RO v v v v v v v v v

23



\"I

\Il/

%>

24

rr-PKE



\*lre,,

. rr-PKE

%>

« Randomness Recovering PKE (rrPKE):

- rrDec(sk, ct) returns r such that ct := Enc(pk, m; r)

- E.g,, Fujisaki-Okamoto transform
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. rr-PKE

%>

« Randomness Recovering PKE (rrPKE):

- rrDec(sk, ct) returns r such that ct := Enc(pk, m; r)

- E.g,, Fujisaki-Okamoto transform

« [KPP+23]. rrPKE has anamorphic extension

« Ours: rrPKE also provides the strongest CCA security
- Symmetric setting: STE-XCCAI, SIND-xCCAI, SIND-nCCA
- Asymmetric setting: STE-XCCAI, SIND-xCCAI, SIND-nCCA, CIND-xCCAI

Approaches \ Security STE-xCPA1|SIND-xCPA1|SIND-nCPA [ROB-PT|ROB-CT+|STE-xCCA1|SIND-xCCA1 [SIND-nCCA | CIND-xCCA1
Symmetric AME
Ours: rr-PKE + IC v v v 7 v 7 v v n/a

Asymmetric AME

Ours: rr-PKE + RO

v

v

v

v

v

v

v

v

24




\*lre,,

. rr-PKE

%>

« Randomness Recovering PKE (rrPKE):

- rrDec(sk, ct) returns r such that ct := Enc(pk, m; r)

- E.g,, Fujisaki-Okamoto transform

« [KPP+23]. rrPKE has anamorphic extension

« Ours: rrPKE also provides the strongest CCA security
- Symmetric setting: STE-XCCAI, SIND-xCCAI, SIND-nCCA
- Asymmetric setting: STE-XCCAI, SIND-xCCAI, SIND-nCCA, CIND-xCCAI

Approaches \ Security

STE-xCPA1

SIND-xCPA1

SIND-nCPA

ROB-PT

ROB-CT+

STE-xCCA1

SIND-xCCA1

SIND-nCCA

CIND-xCCA1

Symmetric AME

Ours: rr-PKE + IC

v

v

v

v

v

v

v

v

Asymmetric AME

Ours: rr-PKE + RO

v

v

v

v

v

v

v

v

 Proofs are not straightforward, rely on ideal functionalities (RO or IC)
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* A single template generates every AME definition
« CCA security and collusion
* Three (four in asym.) notions imply all!

* rrPKE: achieve the strongest security

* There is no perfect definition for AME,

but there are "correct" ones.

] am on 2026-2027 job market!
https://xiangyuliu-yahoo.github.io/

Thank you! Q&A
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