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(𝗉𝗄, 𝗌𝗄, 𝖽𝗄, 𝗍𝗄) ← 𝖺𝖪𝖦𝖾𝗇

𝗆 ← 𝖣𝖾𝖼(𝗌𝗄, 𝖼𝗍)

𝗆̂ ← 𝖺𝖣𝖾𝖼(𝗌𝗄, 𝖽𝗄, 𝗍𝗄, 𝖼𝗍)

PKE scheme

Asymmetric 
AME Triplet

{
AME{

{

Normal Mode Anamorphic Mode≈ from  
{  from }
(𝗉𝗄, 𝗌𝗄) 𝖪𝖦𝖾𝗇
𝖼𝗍 𝖤𝗇𝖼(𝗆)

 from  
{  from }
(𝗉𝗄, 𝗌𝗄) 𝖺𝖪𝖦𝖾𝗇
𝖼𝗍 𝖺𝖤𝗇𝖼(𝗆, 𝗆̂)

Fully Asymmetric Property 
• security against anamorphic sender(s)

𝖺𝖤𝗇𝖼(𝗉𝗄, 𝖽𝗄, 𝗆0, 𝗆̂0) ≈ 𝖺𝖤𝗇𝖼(𝗉𝗄, 𝖽𝗄, 𝗆1, 𝗆̂1)
given (𝗉𝗄, 𝖽𝗄)



8

[BPRS26]: -Message Asymmetric AMEμ

𝖼𝗍1, 𝖼𝗍2, . . .

𝗌𝗄

𝖽𝗄



8

[BPRS26]: -Message Asymmetric AMEμ

𝖼𝗍1, 𝖼𝗍2, . . .

𝗌𝗄

𝖽𝗄

(𝗉𝗄, 𝗌𝗄) ← 𝖪𝖦𝖾𝗇
𝖼𝗍 ← 𝖤𝗇𝖼(𝗉𝗄, 𝗆)

𝖼𝗍 ← 𝖺𝖤𝗇𝖼(𝗉𝗄, 𝖽𝗄, 𝗆, 𝗆̂)
(𝗉𝗄, 𝗌𝗄, 𝖽𝗄, 𝗍𝗄) ← 𝖺𝖪𝖦𝖾𝗇
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𝗆 ← 𝖣𝖾𝖼(𝗌𝗄, 𝖼𝗍)

𝗆̂ ← 𝖺𝖣𝖾𝖼(𝗌𝗄, 𝗍𝗄, 𝖼𝗍)

PKE scheme

AME Triplet

{
AME{

{

Normal Mode Anamorphic Mode≈ from  
{  from }
(𝗉𝗄, 𝗌𝗄) 𝖪𝖦𝖾𝗇
𝖼𝗍 𝖤𝗇𝖼(𝗆)

 from  
{  from }
(𝗉𝗄, 𝗌𝗄) 𝖺𝖪𝖦𝖾𝗇
𝖼𝗍 𝖺𝖤𝗇𝖼(𝗆, 𝗆̂)

Strong IND-CPA 
• security against collusion

𝖺𝖤𝗇𝖼(𝗉𝗄, 𝖽𝗄, 𝗆, 𝗆̂0) ≈ 𝖺𝖤𝗇𝖼(𝗉𝗄, 𝖽𝗄, 𝗆, 𝗆̂1)
given (𝗉𝗄, 𝗌𝗄, 𝖽𝗄)
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NORM IND ANAM
DICTATOR STEALTHINESS

STRONG IND -CPA

FULLY ASYMMETRIC PROP.
SINGLE-RECEIVER ANAMORPHISM

ROBUSTNESS
SYMMETRIC ENCRYPTION
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Get Lost in AME

WHAT IS THE 
CORRECT 
SECURITY NOTION 
OF AME?

NORM IND ANAM
DICTATOR STEALTHINESS

STRONG IND -CPA

FULLY ASYMMETRIC PROP.
SINGLE-RECEIVER ANAMORPHISM

ROBUSTNESS
SYMMETRIC ENCRYPTION
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Dictator

Receiver

Normal Sender(s)

Anamorphic Sender(s)

public channel

𝖼𝗍1, 𝖼𝗍2, . . .

𝗌𝗄

𝖽𝗄
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Our Formalization: Syntax

Symmetric AME Asymmetric AME

Dictator

Receiver

Normal Sender(s)

Anamorphic Sender(s)

public channel

𝖼𝗍1, 𝖼𝗍2, . . .

𝗌𝗄

𝖽𝗄
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Our Formalization: Syntax

Symmetric AME

𝖼𝗍 ← 𝖺𝖤𝗇𝖼(𝗉𝗄, 𝖽𝗄, 𝗆, 𝗆̂)
(𝗉𝗄, 𝗌𝗄, 𝖽𝗄) ← 𝖺𝖪𝖦𝖾𝗇

𝗆̂ ← 𝖺𝖣𝖾𝖼(𝗌𝗄, 𝖽𝗄, 𝖼𝗍){

Asymmetric AME

Dictator

Receiver

Normal Sender(s)

Anamorphic Sender(s)

public channel

𝖼𝗍1, 𝖼𝗍2, . . .

𝗌𝗄

𝖽𝗄
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Our Formalization: Syntax

Symmetric AME

𝖼𝗍 ← 𝖺𝖤𝗇𝖼(𝗉𝗄, 𝖽𝗄, 𝗆, 𝗆̂)
(𝗉𝗄, 𝗌𝗄, 𝖽𝗄) ← 𝖺𝖪𝖦𝖾𝗇

𝗆̂ ← 𝖺𝖣𝖾𝖼(𝗌𝗄, 𝖽𝗄, 𝖼𝗍){

Asymmetric AME

𝖼𝗍 ← 𝖺𝖤𝗇𝖼(𝗉𝗄, 𝗌𝖽𝗄, 𝗆, 𝗆̂)
(𝗉𝗄, 𝗌𝗄, 𝗌𝖽𝗄, 𝗋𝖽𝗄) ← 𝖺𝖪𝖦𝖾𝗇

𝗆̂ ← 𝖺𝖣𝖾𝖼(𝗌𝗄, 𝗋𝖽𝗄, 𝖼𝗍){

Dictator

Receiver

Normal Sender(s)

Anamorphic Sender(s)

public channel

𝖼𝗍1, 𝖼𝗍2, . . .

𝗌𝗄

𝖽𝗄
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Our Formalization: Security

Remark 4 (On Defining Asymmetric AME). We decompose the double key into a sender double key sdk and a
receiver double key rdk, as was done in [PPY24]. This is equivalent to the definitions in [BPRS25,CGM24a,DL26]
where anamorphic key generation outputs a double key dk (held by the sender) as well as a trapdoor key tk

(held by the receiver). However, we avoid formalizing these keys as a public double key and a secret double
key, since the public double key is not public at all! In fact, it must be kept private against the dictator, lest
the existence of an anamorphic channel be revealed.

To simplify the presentation and improve readability, we treat AME schemes as symmetric by default,
unless stated otherwise. Further results for asymmetric AME are discussed in Section 6.

3 Security of Anamorphic Encryption in the CPA Setting

In this section, we conduct a systematic study of AME security definitions, and investigate relations among
the various notions. An overview of our results is shown in Table 1 and Fig. 1. We defer the discussion on
not well-defined and impossible definitions to Appendix A.

3.1 A Comprehensive Approach to CPA Definitions

Our methodology consists of three steps. Firstly, we systematically derive a comprehensive collection of
security definitions for anamorphic encryption. Secondly, we analyze their relationships through implications
and separations. Finally, we use these relationships to identify which definitions constructions should target.

SECω,ε,b(A):

1 : if b = 0 :

2 : (pk, sk, . . . ) → 1 -lKGen

3 : else :

4 : (pk, sk, . . . ) → 2 -rKGen

5 : return AChal,Aux1,Aux2,...(pk, 3 -Key )

Chal( 4 -Input )

1 : if b = 0 :

2 : ct → 5 -lChal

3 : else :

4 : ct → 6 -rChal

5 : return ct

Aux1(. . . )

1 : . . .

Aux2(. . . )

1 : . . .

Fig. 7. A Template for defining security for an AME scheme AME = (ω,ε). The auxiliary oracles Aux1,Aux2 are
empty in the CPA setting but will be replaced with (standard) decryption oracle Dec and/or anamorphic decryption
oracle aDec in the CCA setting (cf. Section 4).

Fig. 7 presents a generic indistinguishability-style security game SEC for an anamorphic encryption
scheme AME = (ω,ε), serving as a template we will procedurally fill out. The game begins by running
left-or-right key generation (denoted 1 -lKGen and 2 -rKGen) dependent on a bit b, then providing the
public key and any other relevant keys (denoted 3 -Key) to the adversary. Note that we do not make this
input dependent on b, as this would allow for trivial distinguishing. The specific algorithms and keys assigned
to these slots are defined when filling out the template, and we call a particular collection of slot definitions
a key generation setting. After key generation, the adversary accesses a challenge oracle Chal with inputs
(denoted 4 -Input) which performs left-or-right encryption (denoted 5 -lChal and 6 -rChal) also dependent
on the bit b. The specific oracle inputs and left-or-right encryption algorithms assigned to these slots are
similarly defined when filling out the template, and we call a particular collection of definitions a challenge
oracle setting. Finally, the game defines auxiliary oracles Aux1, Aux2, . . . that are empty in the CPA setting
considered in this section, but will be instantiated on a definition-by-definition basis in the CCA setting (see
Section 4).

With the generic template security definition established, we can now iterate through the possible key
generation settings, summarized in Table 4. We begin with the key generation algorithms for b = 0 and

12
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key, since the public double key is not public at all! In fact, it must be kept private against the dictator, lest
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To simplify the presentation and improve readability, we treat AME schemes as symmetric by default,
unless stated otherwise. Further results for asymmetric AME are discussed in Section 6.
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In this section, we conduct a systematic study of AME security definitions, and investigate relations among
the various notions. An overview of our results is shown in Table 1 and Fig. 1. We defer the discussion on
not well-defined and impossible definitions to Appendix A.

3.1 A Comprehensive Approach to CPA Definitions
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Fig. 7. A Template for defining security for an AME scheme AME = (ω,ε). The auxiliary oracles Aux1,Aux2 are
empty in the CPA setting but will be replaced with (standard) decryption oracle Dec and/or anamorphic decryption
oracle aDec in the CCA setting (cf. Section 4).

Fig. 7 presents a generic indistinguishability-style security game SEC for an anamorphic encryption
scheme AME = (ω,ε), serving as a template we will procedurally fill out. The game begins by running
left-or-right key generation (denoted 1 -lKGen and 2 -rKGen) dependent on a bit b, then providing the
public key and any other relevant keys (denoted 3 -Key) to the adversary. Note that we do not make this
input dependent on b, as this would allow for trivial distinguishing. The specific algorithms and keys assigned
to these slots are defined when filling out the template, and we call a particular collection of slot definitions
a key generation setting. After key generation, the adversary accesses a challenge oracle Chal with inputs
(denoted 4 -Input) which performs left-or-right encryption (denoted 5 -lChal and 6 -rChal) also dependent
on the bit b. The specific oracle inputs and left-or-right encryption algorithms assigned to these slots are
similarly defined when filling out the template, and we call a particular collection of definitions a challenge
oracle setting. Finally, the game defines auxiliary oracles Aux1, Aux2, . . . that are empty in the CPA setting
considered in this section, but will be instantiated on a definition-by-definition basis in the CCA setting (see
Section 4).

With the generic template security definition established, we can now iterate through the possible key
generation settings, summarized in Table 4. We begin with the key generation algorithms for b = 0 and
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• What is the key setting, KGen or aKGen? 
• What key(s) does the adversary get?

b = 1, which instantiate the template slots 1 -lKGen and 2 -rKGen. As slots 1 -lKGen and 2 -rKGen can
only be either normal key generation KGen or anamorphic key generation aKGen, there are three possible
configurations: KGen or aKGen is run depending on b, KGen is always run, or aKGen is always run. We can
now consider which additional keys are given to the adversary in 3 -Key. In any setting where KGen is
run, we can only provide the adversary with the secret key sk as only (pk, sk) is output by the normal key
generation process. In any setting where only aKGen is run, we can provide sk, the double key dk (or sending
double key sdk for asymmetric schemes), or both sk and dk (or sdk) to the adversary. Overall, we get five
key generation settings for symmetric and asymmetric anamorphic encryption each. Note that while some
settings are well-defined, they are inherently unachievable as the adversary possesses all keys. We highlight
these in red. All key generation settings are summarized in Table 4, where we also assign name to each
(achievable) setting that reflect the adversary’s implicit role and the underlying security context.

Table 4. Possible key generation settings. The cases highlighted in red are not well-defined (or unachievable).

1 -lKGen 2 -rKGen
3 -Key

sym asym

Dictator Stealthiness (STE) KGen aKGen sk sk

n/a KGen KGen sk sk

Dictator Indistinguishability (DIND) aKGen aKGen sk sk
Sender Indistinguishability (SIND) aKGen aKGen dk sdk
Colluder Indistinguishability (CIND) aKGen aKGen (sk, dk) (sk, sdk)

We now move to the challenge oracle settings, summarized in Table 5. We first iterate through all
settings independently of the key generation settings and will later analyze which combinations are possible.
Analogous to key generation, we can consider which encryption algorithms are run for b = 0 and b = 1,
which instantiate the template slots 5 -lChal and 6 -rChal. There are three possible configurations: normal
encryption Enc or anamorphic encryption aEnc is run depending on b, Enc is always run, or aEnc is always
run. To consider the adversarially-chosen challenge oracle input 4 -Input, note that left-or-right inputs are
only possible for message types that both algorithms accept (e.g., left-or-right anamorphic messages (m̂0, m̂1)
are only defined if aEnc is run in both worlds; otherwise, the anamorphic message must remain fixed across
b = 0 and b = 1). For the first configuration, either normal or anamorphic encryption are run; here, slot
4 -Input can be a plain message and a fixed anamorphic message (m, m̂), or left-or-right plain messages with
a fixed anamorphic message (m0,m1, m̂). For the second configuration, normal encryption is always run, so
4 -Input can only be left-or-right plain messages (m0,m1). Finally, in the third configuration, anamorphic
encryption is always run and 4 -Input can be left-or-right plain messages with a fixed anamorphic message
(m0,m1, m̂), fixed plain message with left-or-right anamorphic messages (m, m̂0, m̂1), or left-or-right plain and
anamorphic messages (m0,m1, m̂0, m̂1). The possible challenge oracle settings are shown in Table 5, where
we label each using prefixes ‘x’, ‘n’, or ‘a’ to denote normal or anamorphic encryption, normal encryption
always, or anamorphic encryption always, respectively. The numbers distinguish which left-or-right inputs
the adversary may query to the challenge oracle.

Having established both the key generation and challenge oracle settings, we now consider every possible
combination in Table 6. To keep notions compact and easy to identify the information an adversary obtains,
we denote a security notion with ‘A-B’, where ‘A’ → {‘STE’, ‘DIND’, ‘SIND’, ‘CIND’} denotes the key
generation setting listed in Table 4, and ‘B’ presents the challenge oracle setting listed in Table 5. If a setting
is not well-defined (e.g., the challenge oracle setting utilizes a key that was not generated in the key generation
setting), we mark it as such. For settings that are well-defined but unachievable are marked as impossible,
and we later detail these definitions. For ones that exist in literature, we provide the corresponding citation;
otherwise, we highlight new definitions in blue.
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Remark 4 (On Defining Asymmetric AME). We decompose the double key into a sender double key sdk and a
receiver double key rdk, as was done in [PPY24]. This is equivalent to the definitions in [BPRS25,CGM24a,DL26]
where anamorphic key generation outputs a double key dk (held by the sender) as well as a trapdoor key tk

(held by the receiver). However, we avoid formalizing these keys as a public double key and a secret double
key, since the public double key is not public at all! In fact, it must be kept private against the dictator, lest
the existence of an anamorphic channel be revealed.

To simplify the presentation and improve readability, we treat AME schemes as symmetric by default,
unless stated otherwise. Further results for asymmetric AME are discussed in Section 6.

3 Security of Anamorphic Encryption in the CPA Setting

In this section, we conduct a systematic study of AME security definitions, and investigate relations among
the various notions. An overview of our results is shown in Table 1 and Fig. 1. We defer the discussion on
not well-defined and impossible definitions to Appendix A.

3.1 A Comprehensive Approach to CPA Definitions

Our methodology consists of three steps. Firstly, we systematically derive a comprehensive collection of
security definitions for anamorphic encryption. Secondly, we analyze their relationships through implications
and separations. Finally, we use these relationships to identify which definitions constructions should target.

SECω,ε,b(A):

1 : if b = 0 :

2 : (pk, sk, . . . ) → 1 -lKGen

3 : else :

4 : (pk, sk, . . . ) → 2 -rKGen

5 : return AChal,Aux1,Aux2,...(pk, 3 -Key )

Chal( 4 -Input )

1 : if b = 0 :

2 : ct → 5 -lChal

3 : else :

4 : ct → 6 -rChal

5 : return ct

Aux1(. . . )

1 : . . .

Aux2(. . . )

1 : . . .

Fig. 7. A Template for defining security for an AME scheme AME = (ω,ε). The auxiliary oracles Aux1,Aux2 are
empty in the CPA setting but will be replaced with (standard) decryption oracle Dec and/or anamorphic decryption
oracle aDec in the CCA setting (cf. Section 4).

Fig. 7 presents a generic indistinguishability-style security game SEC for an anamorphic encryption
scheme AME = (ω,ε), serving as a template we will procedurally fill out. The game begins by running
left-or-right key generation (denoted 1 -lKGen and 2 -rKGen) dependent on a bit b, then providing the
public key and any other relevant keys (denoted 3 -Key) to the adversary. Note that we do not make this
input dependent on b, as this would allow for trivial distinguishing. The specific algorithms and keys assigned
to these slots are defined when filling out the template, and we call a particular collection of slot definitions
a key generation setting. After key generation, the adversary accesses a challenge oracle Chal with inputs
(denoted 4 -Input) which performs left-or-right encryption (denoted 5 -lChal and 6 -rChal) also dependent
on the bit b. The specific oracle inputs and left-or-right encryption algorithms assigned to these slots are
similarly defined when filling out the template, and we call a particular collection of definitions a challenge
oracle setting. Finally, the game defines auxiliary oracles Aux1, Aux2, . . . that are empty in the CPA setting
considered in this section, but will be instantiated on a definition-by-definition basis in the CCA setting (see
Section 4).

With the generic template security definition established, we can now iterate through the possible key
generation settings, summarized in Table 4. We begin with the key generation algorithms for b = 0 and
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(held by the receiver). However, we avoid formalizing these keys as a public double key and a secret double
key, since the public double key is not public at all! In fact, it must be kept private against the dictator, lest
the existence of an anamorphic channel be revealed.

To simplify the presentation and improve readability, we treat AME schemes as symmetric by default,
unless stated otherwise. Further results for asymmetric AME are discussed in Section 6.
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In this section, we conduct a systematic study of AME security definitions, and investigate relations among
the various notions. An overview of our results is shown in Table 1 and Fig. 1. We defer the discussion on
not well-defined and impossible definitions to Appendix A.
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Fig. 7. A Template for defining security for an AME scheme AME = (ω,ε). The auxiliary oracles Aux1,Aux2 are
empty in the CPA setting but will be replaced with (standard) decryption oracle Dec and/or anamorphic decryption
oracle aDec in the CCA setting (cf. Section 4).

Fig. 7 presents a generic indistinguishability-style security game SEC for an anamorphic encryption
scheme AME = (ω,ε), serving as a template we will procedurally fill out. The game begins by running
left-or-right key generation (denoted 1 -lKGen and 2 -rKGen) dependent on a bit b, then providing the
public key and any other relevant keys (denoted 3 -Key) to the adversary. Note that we do not make this
input dependent on b, as this would allow for trivial distinguishing. The specific algorithms and keys assigned
to these slots are defined when filling out the template, and we call a particular collection of slot definitions
a key generation setting. After key generation, the adversary accesses a challenge oracle Chal with inputs
(denoted 4 -Input) which performs left-or-right encryption (denoted 5 -lChal and 6 -rChal) also dependent
on the bit b. The specific oracle inputs and left-or-right encryption algorithms assigned to these slots are
similarly defined when filling out the template, and we call a particular collection of definitions a challenge
oracle setting. Finally, the game defines auxiliary oracles Aux1, Aux2, . . . that are empty in the CPA setting
considered in this section, but will be instantiated on a definition-by-definition basis in the CCA setting (see
Section 4).

With the generic template security definition established, we can now iterate through the possible key
generation settings, summarized in Table 4. We begin with the key generation algorithms for b = 0 and
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Our Formalization: Security

• What oracles does the adversary obtain? What are the inputs and outputs? 
• What is the adversary's attack goal?

Table 5. Possible challenge oracle settings.

4 -Input 5 -lChal 6 -rChal

xCPA1 (m, m̂) Enc(m) aEnc(m, m̂)
xCPA2 (m0,m1, m̂) Enc(m0) aEnc(m1, m̂)

nCPA (m0,m1) Enc(m0) Enc(m1)

aCPA1 (m0,m1, m̂) aEnc(m0, m̂) aEnc(m1, m̂)
aCPA2 (m, m̂0, m̂1) aEnc(m, m̂0) aEnc(m, m̂1)
aCPA3 (m0,m1, m̂0, m̂1) aEnc(m0, m̂0) aEnc(m1, m̂1)

Table 6. Possible CPA definitions for anamorphic encryption. New definitions are highlighted in blue . The SIND-
aCPA3 notion was introduced in the asymmetric setting in [CGM24a] and is first considered here in the symmetric
setting. The CIND-aCPA2 notion was also considered in an concurrent work [BPRS25].

STE
(sk)

DIND
(sk)

SIND
(dk or sdk)

CIND
(sk, sdk)

xCPA1 STE-xCPA1 [PPY22] DIND-xCPA1 [PPY22] SIND-xCPA1 (Def. 14) CIND-xCPA1 (Def. 33)
xCPA2 Impossible Impossible SIND-xCPA2 (Def. 15) Impossible
nCPA Impossible Impossible SIND-nCPA (Def. 16) Impossible
aCPA1 Not Well-Defined Impossible SIND-aCPA1 [KPP+23b] Impossible
aCPA2 Not Well-Defined DIND-aCPA2 [PPY22] SIND-aCPA2 (Def. 18) CIND-aCPA2 (Def. 34)/[BPRS25]
aCPA3 Not Well-Defined Impossible SIND-aCPA3 (Def. 19)/[CGM24a] Impossible

We then focus on those well-defined and achievable definitions. Interestingly, although these definitions
were derived procedurally, we find that each is meaningful in that they capture specific security notions
that correspond to scenarios users may reasonably want to target. For each definition, we explicitly write
out the game (properly defining auxiliary oracles if necessary), discuss these scenarios, and note whether or
not the definition exists in prior literature. Definitions that are not well-defined or impossible to achieve are
discussed in Appendix A.

3.2 Security Notions against the Dictator

STE-xCPA1. Fig. 8 shows the STE-xCPA1 security game, which serves as the fundamental security require-
ment for AME in the original work [PPY22] and has been followed by all subsequent studies. At a high
level, it captures a scenario where a dictator compels the disclosure of the secret key sk and must distinguish
between a normal user who generates keys and receives normal encryptions, and an anamorphic user who has
run anamorphic key generation and receives ciphertexts containing hidden anamorphic messages. Note that
this game does not have any auxiliary oracles, as the adversary can simulate normal public key encryption
using pk (indeed, this applies to all games we discuss) and anamorphic encryption is not always defined (as
dk may not exist). This definition represents the minimal requirement for a meaningful notion of anamor-
phism and was proposed in [PPY22], which first proposed anamorphic encryption. There, it is formalized by
two games labeled NormalGame and FullyAGame and is captured in Definition 2 as one of several properties
anamorphic encryption schemes should satisfy.7 The adaptation to asymmetric anamorphic encryption was
first written in [CGM24a] which proposed the latter concept. There, it is formalized by two games labeled
RealG and AnamorphicG and is captured in Definition 7.

7 In more detail, [PPY22] includes STE-xCPA1 as part of the definition of a secure AME scheme (plus regular
IND-CPA security and that aEnc(pk, dk,m, ·) and aDec(sk, dk, ·) form a symmetric encryption scheme for any m).
To better study the relations among di!erent security properties, we formalize STE-xCPA1 security as above.
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Our Formalization: Security

STE 
(sk)

DIND 
(sk)

SIND 
(dk or sdk)

CIND 
(sk, sdk)

xCPA1 STE-xCPA1 [PPY22] DIND-xCPA1 [PPY22] SIND-xCPA1 CIND-xCPA1

xCPA2 Impossible Impossible SIND-xCPA2 Impossible

nCPA Impossible Impossible SIND-nCPA Impossible

aCPA1 Not Well-Defined Impossible SIND-aCPA1 Impossible

aCPA2 Not Well-Defined DIND-aCPA2 [PPY22] SIND-aCPA2 CIND-aCPA2 [BPRS25]

aCPA3 Not Well-Defined Impossible SIND-aCPA3 [CGM24] Impossible
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Our Formalization: Security
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nCPA Impossible Impossible SIND-nCPA Impossible

aCPA1 Not Well-Defined Impossible SIND-aCPA1 Impossible
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Our Formalization: Security

STE 
(sk)

DIND 
(sk)

SIND 
(dk or sdk)

CIND 
(sk, sdk)

xCPA1 STE-xCPA1 [PPY22] DIND-xCPA1 [PPY22] SIND-xCPA1 CIND-xCPA1

xCPA2 Impossible Impossible SIND-xCPA2 Impossible

nCPA Impossible Impossible SIND-nCPA Impossible

aCPA1 Not Well-Defined Impossible SIND-aCPA1 Impossible

aCPA2 Not Well-Defined DIND-aCPA2 [PPY22] SIND-aCPA2 CIND-aCPA2 [BPRS26]

aCPA3 Not Well-Defined Impossible SIND-aCPA3 [CGM24] Impossible

• Not Well Defined: the corresponding key in oracles do not exist.
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Our Formalization: Security

STE 
(sk)

DIND 
(sk)

SIND 
(dk or sdk)

CIND 
(sk, sdk)

xCPA1 STE-xCPA1 [PPY22] DIND-xCPA1 [PPY22] SIND-xCPA1 CIND-xCPA1

xCPA2 Impossible Impossible SIND-xCPA2 Impossible

nCPA Impossible Impossible SIND-nCPA Impossible

aCPA1 Not Well-Defined Impossible SIND-aCPA1 Impossible

aCPA2 Not Well-Defined DIND-aCPA2 [PPY22] SIND-aCPA2 CIND-aCPA2 [BPRS26]

aCPA3 Not Well-Defined Impossible SIND-aCPA3 [CGM24] Impossible

• Impossible: conflict with (anamorphic) decryption correctness.
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STE 
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DIND 
(sk)

SIND 
(dk or sdk)

CIND 
(sk, sdk)

xCPA1 STE-xCPA1 [PPY22] DIND-xCPA1 [PPY22] SIND-xCPA1 CIND-xCPA1

xCPA2 Impossible Impossible SIND-xCPA2 Impossible

nCPA Impossible Impossible SIND-nCPA Impossible

aCPA1 Not Well-Defined Impossible SIND-aCPA1 Impossible

aCPA2 Not Well-Defined DIND-aCPA2 [PPY22] SIND-aCPA2 CIND-aCPA2 [BPRS26]

aCPA3 Not Well-Defined Impossible SIND-aCPA3 [CGM24] Impossible

• Existing Definitions
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Our Formalization: Security

STE 
(sk)

DIND 
(sk)

SIND 
(dk or sdk)

CIND 
(sk, sdk)

xCPA1 STE-xCPA1 [PPY22] DIND-xCPA1 [PPY22] SIND-xCPA1 CIND-xCPA1

xCPA2 Impossible Impossible SIND-xCPA2 Impossible

nCPA Impossible Impossible SIND-nCPA Impossible

aCPA1 Not Well-Defined Impossible SIND-aCPA1 Impossible

aCPA2 Not Well-Defined DIND-aCPA2 [PPY22] SIND-aCPA2 CIND-aCPA2 [BPRS26]

aCPA3 Not Well-Defined Impossible SIND-aCPA3 [CGM24] Impossible

• New Definitions   E.g., SIND-xCPA1: 

Given  (or ), 𝖽𝗄 𝗌𝖽𝗄 𝖤𝗇𝖼(𝗆) ≈ 𝖺𝖤𝗇𝖼(𝗆, 𝗆̂)
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Relations (Symmetric Setting)

Enc

aEnc

∧ STE-xCPA1

×
✓

∧ SIND-xCPA1

×
✓

IND-CPA

STE-xCPA1

DIND-aCPA2

SIND-nCPA

SIND-aCPA1

SIND-aCPA2

SIND-aCPA3

Privacy of m

Privacy of m

×

×

×

×

×

×

×

×

×

×

×

×

✓

✓

✓

✓

SIND-xCPA1SIND-xCPA2

✓

×

✓

×

✓

×

✓

×

×
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Relations (Symmetric Setting)

Enc

aEnc

∧ STE-xCPA1

×
✓

∧ SIND-xCPA1

×
✓

IND-CPA

STE-xCPA1

DIND-aCPA2

SIND-nCPA

SIND-aCPA1

SIND-aCPA2

SIND-aCPA3

Privacy of m

Privacy of m

×

×

×

×

×

×

×

×

×

×

×

×

✓

✓

✓

✓

SIND-xCPA1SIND-xCPA2

✓

×

✓

×

✓

×

✓

×

×

Strongest Notions in CPA
1. STE-xCPA1
2. SIND-xCPA1
3. SIND-nCPA
or SIND-xCPA2
or SIND-aCPA1
or SIND-aCPA3
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Security in the CCA Setting
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• Decryption oracle DEC  
• Anamorphic decryption oracle ADEC  or ADEC

(𝗌𝗄, ⋅ )

(𝗌𝗄, 𝖽𝗄, ⋅ ) (𝗌𝗄, 𝗋𝖽𝗄, ⋅ )

Security in the CCA Setting
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• Decryption oracle DEC  
• Anamorphic decryption oracle ADEC  or ADEC

(𝗌𝗄, ⋅ )

(𝗌𝗄, 𝖽𝗄, ⋅ ) (𝗌𝗄, 𝗋𝖽𝗄, ⋅ )

Security in the CCA Setting

STE 
(sk)

DIND 
(sk)

SIND 
(dk or sdk)

CIND 
(sk, sdk)

xCCA1 STE-xCCA1 DIND-xCCA1 SIND-xCCA1 CIND-xCCA1

xCCA2 Impossible Impossible SIND-xCCA2 Impossible

nCCA Impossible Impossible SIND-nCCA Impossible

aCCA1 Not Well-Defined Impossible SIND-aCCA1 Impossible

aCCA2 Not Well-Defined DIND-aCCA2 SIND-aCCA2 CIND-aCCA2

aCCA3 Not Well-Defined Impossible SIND-aCCA3 Impossible
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• Decryption oracle DEC  
• Anamorphic decryption oracle ADEC  or ADEC

(𝗌𝗄, ⋅ )

(𝗌𝗄, 𝖽𝗄, ⋅ ) (𝗌𝗄, 𝗋𝖽𝗄, ⋅ )

Security in the CCA Setting

STE 
(sk)

DIND 
(sk)

SIND 
(dk or sdk)

CIND 
(sk, sdk)

xCCA1 STE-xCCA1 DIND-xCCA1 SIND-xCCA1 CIND-xCCA1

xCCA2 Impossible Impossible SIND-xCCA2 Impossible

nCCA Impossible Impossible SIND-nCCA Impossible

aCCA1 Not Well-Defined Impossible SIND-aCCA1 Impossible

aCCA2 Not Well-Defined DIND-aCCA2 SIND-aCCA2 CIND-aCCA2

aCCA3 Not Well-Defined Impossible SIND-aCCA3 Impossible

• CCA security vs. robustness 
− ROB-PT [BGH+24] 
− (new) ROB-CT, ROB-CT+
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Relations (Symmetric Setting)

Enc

aEnc

CPA Family

ROB-CT

ROB-PT

Robustness

CCA Family

ROB-CT+

×

×

∧ STE-xCPA1

×

✓

✓

✓
∧ SIND-xCPA1

×
✓

Strongest Notions in CPA
1. STE-xCPA1
2. SIND-xCPA1
3. SIND-nCPA
or SIND-xCPA2
or SIND-aCPA1
or SIND-aCPA3

∧ STE-xCCA1

×
✓

∧ SIND-xCCA1

×
✓

?

IND-CCA

STE-xCCA1

DIND-aCCA2

SIND-nCCA

SIND-aCCA1

SIND-aCCA2

SIND-aCCA3

Privacy of m

Privacy of m

×

×

×

×

×

×

×

×

×

×

×

×

✓

✓

✓

✓

SIND-xCCA1SIND-xCCA2

✓

×

✓

×

✓

×

✓

Strongest Notions in CCA
1. STE-xCCA1
2. SIND-xCCA1
3. SIND-nCCA
or SIND-xCCA2
or SIND-aCCA1
or SIND-aCCA3

?
?

×

×

IND-CPA

STE-xCPA1

DIND-aCPA2

SIND-nCPA

SIND-aCPA1

SIND-aCPA2

SIND-aCPA3

Privacy of m

Privacy of m

×

×

×

×

×

×

×

×

×

×

×

×

✓

✓

✓

✓

SIND-xCPA1SIND-xCPA2

✓

×

✓

×

✓

×

✓

×

×

×

×

✓

STE-xCPA1 ⋀ ROB-CT+ ⟹STE-xCCA1
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Analyzing AME Schemes
Approaches \ Security STE-xCPA1 SIND-xCPA1 SIND-nCPA ROB-PT ROB-CT+ STE-xCCA1 SIND-xCCA1 SIND-nCCA CIND-xCCA1

Symmetric AME

Rejection Sampling [PPY22,CGM25] ↭ → ↭ → → → → → n/a

rr-PKE [KPP+23b,JS24] ↭ ↭ ↭ ↭ ↭→ → ↑ ↑ n/a

ElGamal [KPP+23b] ↭ → → ↑ → → → → n/a

SPH [KPP+23b] ↭ → → ↭ → → → → n/a

(CCA2-secure) CS PKE [KPP+23b] ↭ → ↭ ↭ → → → → n/a

(CCA2-secure) CS PKE [BGH+24] ↭ → ↭ ↭ → → → ↭ n/a

PRF-based Scheme [BGH+24,JS24] ↭ → ↭ ↭ ↭→ → → ↭ n/a

Hybrid Encryption [CGM24a] ↭ ↑ ↭ ↭ → → ↑ ↑ n/a

IBE-PKE [CGM24a] ↭ ↑ ↭ ↭ → → ↑ ↭ n/a

Ours: rr-PKE + IC (Sec. 5) ↭ ↭ ↭ ↭ ↭ ↭ ↭ ↭ n/a

Asymmetric AME

NY Paradigm [PPY22] ↭ → → → → → → → →
(CCA1-secure) CS PKE [CGM24a] ↭ ↭ ↭ ↭ → → → → →
KW PKE [PPY24] ↭ ↭ ↭ ↭ → → ↭ ↭ →
Dual Regev [DL26] ↭ ↭ ↭ ↭ → → → → →
(Primal) Regev [DL26] ↭ ↭ ↭ ↭ → → → → →
Dual GSW [DL26] ↭ ↭ ↭ ↭ → → → → →
Ours: rr-PKE (Sec. 7.1) ↭ ↭ ↭ ↭ ↭ → ↭ ↭ ↭
Ours: rr-PKE + RO (Sec. 7.2) ↭ ↭ ↭ ↭ ↭ ↭ ↭ ↭ ↭

Table 3. Analysis of existing approaches to build AME. rr-PKE denotes randomness-recovering PKE. Certain items
are generic compilers/paradigms, where security relies on the security of the underlying building blocks. “↑” denotes
that the scheme can be enhanced to achieve the specified security notion, but it was not addressed in the original
paper. “↭→” refers to the enhanced transforms proposed in the full version of [JS24], which, like us, additionally
propose DIND-aCPA2-secure schemes. “IC” and “RO” stand for ideal cipher and random oracle, respectively.

Correctness of ω. For every message m, except with negligible probability in ε over the randomness of
KGen and Enc, it holds that Dec(sk, ct) = m, where (pk, sk) → KGen(1ω), and ct → Enc(pk,m).

Definition 2 (IND-CPA Security of PKE). A PKE scheme ω = (KGen,Enc,Dec) is IND-CPA-secure,
if, for every PPT adversary A, the advantage

Adv
ind-cpa
ε (A) := |Pr[IND-CPAε,1(A) = 1]↑ Pr[IND-CPAε,0(A) = 1]|

is negligible in ε, where IND-CPAε,b(A) for b ↓ {0, 1} are defined in Fig. 2.

IND-CPAω,b(A):

1 : (pk, sk) ↓ KGen(1ε)

2 : return AChal(pk)

Chal(m0,m1)

1 : return Enc(pk,mb)

Fig. 2. IND-CPA security game for PKE scheme ω.

Definition 3 (IND-CCA security of PKE). A PKE scheme ω = (KGen,Enc,Dec) is IND-CCA-secure,
if, for every PPT adversary A, the advantage

Adv
ind-cca
ε (A) := |Pr[IND-CCAε,1(A) = 1]↑ Pr[IND-CCAε,0(A) = 1]|

is negligible in ε, where IND-CCAε,b(A) for b ↓ {0, 1} are defined in Fig. 3.
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Analyzing AME Schemes
Approaches \ Security STE-xCPA1 SIND-xCPA1 SIND-nCPA ROB-PT ROB-CT+ STE-xCCA1 SIND-xCCA1 SIND-nCCA CIND-xCCA1

Symmetric AME

Rejection Sampling [PPY22,CGM25] ↭ → ↭ → → → → → n/a

rr-PKE [KPP+23b,JS24] ↭ ↭ ↭ ↭ ↭→ → ↑ ↑ n/a

ElGamal [KPP+23b] ↭ → → ↑ → → → → n/a

SPH [KPP+23b] ↭ → → ↭ → → → → n/a
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NY Paradigm [PPY22] ↭ → → → → → → → →
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Table 3. Analysis of existing approaches to build AME. rr-PKE denotes randomness-recovering PKE. Certain items
are generic compilers/paradigms, where security relies on the security of the underlying building blocks. “↑” denotes
that the scheme can be enhanced to achieve the specified security notion, but it was not addressed in the original
paper. “↭→” refers to the enhanced transforms proposed in the full version of [JS24], which, like us, additionally
propose DIND-aCPA2-secure schemes. “IC” and “RO” stand for ideal cipher and random oracle, respectively.

Correctness of ω. For every message m, except with negligible probability in ε over the randomness of
KGen and Enc, it holds that Dec(sk, ct) = m, where (pk, sk) → KGen(1ω), and ct → Enc(pk,m).

Definition 2 (IND-CPA Security of PKE). A PKE scheme ω = (KGen,Enc,Dec) is IND-CPA-secure,
if, for every PPT adversary A, the advantage

Adv
ind-cpa
ε (A) := |Pr[IND-CPAε,1(A) = 1]↑ Pr[IND-CPAε,0(A) = 1]|

is negligible in ε, where IND-CPAε,b(A) for b ↓ {0, 1} are defined in Fig. 2.

IND-CPAω,b(A):

1 : (pk, sk) ↓ KGen(1ε)

2 : return AChal(pk)

Chal(m0,m1)

1 : return Enc(pk,mb)

Fig. 2. IND-CPA security game for PKE scheme ω.

Definition 3 (IND-CCA security of PKE). A PKE scheme ω = (KGen,Enc,Dec) is IND-CCA-secure,
if, for every PPT adversary A, the advantage

Adv
ind-cca
ε (A) := |Pr[IND-CCAε,1(A) = 1]↑ Pr[IND-CCAε,0(A) = 1]|

is negligible in ε, where IND-CCAε,b(A) for b ↓ {0, 1} are defined in Fig. 3.
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• Randomness Recovering PKE (rrPKE): 

−  returns  such that  

− E.g., Fujisaki-Okamoto transform

𝗋𝗋𝖣𝖾𝖼(𝗌𝗄, 𝖼𝗍) r 𝖼𝗍 := 𝖤𝗇𝖼(𝗉𝗄, 𝗆; r)

rr-PKE
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• Randomness Recovering PKE (rrPKE): 

−  returns  such that  

− E.g., Fujisaki-Okamoto transform

𝗋𝗋𝖣𝖾𝖼(𝗌𝗄, 𝖼𝗍) r 𝖼𝗍 := 𝖤𝗇𝖼(𝗉𝗄, 𝗆; r)

• [KPP+23]: rrPKE has anamorphic extension

• Ours: rrPKE also provides the strongest CCA security 
− Symmetric setting: STE-xCCA1, SIND-xCCA1, SIND-nCCA 
− Asymmetric setting: STE-xCCA1, SIND-xCCA1, SIND-nCCA, CIND-xCCA1

rr-PKE

Approaches \ Security STE-xCPA1 SIND-xCPA1 SIND-nCPA ROB-PT ROB-CT+ STE-xCCA1 SIND-xCCA1 SIND-nCCA CIND-xCCA1

Symmetric AME

Rejection Sampling [PPY22,CGM25] ↭ → ↭ → → → → → n/a

rr-PKE [KPP+23b,JS24] ↭ ↭ ↭ ↭ ↭→ → ↑ ↑ n/a

ElGamal [KPP+23b] ↭ → → ↑ → → → → n/a

SPH [KPP+23b] ↭ → → ↭ → → → → n/a

(CCA2-secure) CS PKE [KPP+23b] ↭ → ↭ ↭ → → → → n/a

(CCA2-secure) CS PKE [BGH+24] ↭ → ↭ ↭ → → → ↭ n/a

PRF-based Scheme [BGH+24,JS24] ↭ → ↭ ↭ ↭→ → → ↭ n/a

Hybrid Encryption [CGM24a] ↭ ↑ ↭ ↭ → → ↑ ↑ n/a

IBE-PKE [CGM24a] ↭ ↑ ↭ ↭ → → ↑ ↭ n/a

Ours: rr-PKE + IC (Sec. 5) ↭ ↭ ↭ ↭ ↭ ↭ ↭ ↭ n/a

Asymmetric AME

NY Paradigm [PPY22] ↭ → → → → → → → →
(CCA1-secure) CS PKE [CGM24a] ↭ ↭ ↭ ↭ → → → → →
KW PKE [PPY24] ↭ ↭ ↭ ↭ → → ↭ ↭ →
Dual Regev [DL26] ↭ ↭ ↭ ↭ → → → → →
(Primal) Regev [DL26] ↭ ↭ ↭ ↭ → → → → →
Dual GSW [DL26] ↭ ↭ ↭ ↭ → → → → →
Ours: rr-PKE (Sec. 7.1) ↭ ↭ ↭ ↭ ↭ → ↭ ↭ ↭
Ours: rr-PKE + RO (Sec. 7.2) ↭ ↭ ↭ ↭ ↭ ↭ ↭ ↭ ↭

Table 3. Analysis of existing approaches to build AME. rr-PKE denotes randomness-recovering PKE. Certain items
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• Randomness Recovering PKE (rrPKE): 

−  returns  such that  

− E.g., Fujisaki-Okamoto transform

𝗋𝗋𝖣𝖾𝖼(𝗌𝗄, 𝖼𝗍) r 𝖼𝗍 := 𝖤𝗇𝖼(𝗉𝗄, 𝗆; r)

• [KPP+23]: rrPKE has anamorphic extension

• Ours: rrPKE also provides the strongest CCA security 
− Symmetric setting: STE-xCCA1, SIND-xCCA1, SIND-nCCA 
− Asymmetric setting: STE-xCCA1, SIND-xCCA1, SIND-nCCA, CIND-xCCA1

rr-PKE

• Proofs are not straightforward, rely on ideal functionalities (RO or IC)
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